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MINISTRY OF NATIORAL SECURITY

In accordance with government resolutions of 15 July 1952 regarding
provisions for the strengthening of state security, the Ministry of Netiomal
Security issues the following directive for the handling of documents, the
content of which 1is to be concealed from umsuthorized persons:

1. In the interest of the successful fulfillment of operational tasks,
all employe=s of offices, ingtitutes, organizations, and enterprisas are en-
jcined to exercise due oare in the handling of all documents. They are eu-
joined to thorcughly execute, rsscord, and sscure docuzents and not to divulge
Zi: content thereof to percons whose officinl duties do not require such infor-
cbion. I the interest of protection of thae People's Democratic Republic and
ser socialist structure, it is further essential that all employees rigorously
safeguard stete, econvmic, and official secrets,
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The purppse of these directlves is to ensure the probtectica of state, -
suoaie, and oflictal zecrels throagh the sstevlichment of definite responsi- - ) I -
particulariy for the handling of documents which involve state, econonmie, - :

icitl ucerets.

I. IHTRODUCTCRY REGULATIONS

ijon of Seerei Decwsents R

(o9

Duenments, as relerved v in these directdwes, ure ung

written tepizl material of officss (enterpri
sketehes, urawinis, dia phoetogrn
ef Ll Lypea, Wtpd

st Lo conees

o

e gnauthor

Hersinatter, Yhese documeats siall

{utz jovabe

veified docunents urn Jivided into threc cnte]
ance (levels of cingsiticasiia):

wries, ascordling; Lo

Top Searet {prisne tajne) -- toose docuacabetiddchnen
state gecret of such lmportance that thelr coumpronis

soundations of nation.
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ret (tajne) -- those documents wiich contaln duti con
ste s oopat but not of sach importance au o be clmssified Top Socret.

n. Conlidential (duvernc) -- those documents which contuln datn

constitutin: sconcmric and oflicial secrets.

ified dccument must be clearly stamped with its proper

is Top 3eerat, Secerz=i, or Confidential. In exceptionul
b circamstances so warrant, the "Confidentiul” clagsitvication
21 by "For 0T icial Use Only." In such cases, the regulations
naniling; of Confidential docunents will be applicuvle.

soveradn;

5. 17 an additioral document cvolves durin, the processin; of the
lorizinal] classified document, its classiflcation will be independently
geterminsd by its content, provided that instances specified in Paragraph 7
are nut lnvolved.

Dotermining ¢f Levels ol Classificaticen

. Tae employee criginating the document 1 personally vesponsible for
cetewminin- its level of classiiication and the proper marking thereof. The
smployee's official superiors whe review the content ol the Gocuwent arc
cbligated tc judge whether it has been correctly classified and, if deemed
necessary, Lo change the classifieation therecr.

In cases of doubt, the official superior of the employee with whem
the document originated is personally respousible for determining the proper
level of clussification., I an unprecadented matter is imvclved, classificatiocn
will be determined by the chiaf of office (enterprise direstor), or if necessary,
after consultation, with the chief of the particular diviasicm.
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Reclassification

All subordipsts OPILCGL (enterprises) within the framework of &'
tion are bouud vy the cisssification indicated on the document to
ee- that they may not lower the level of clussificatlion without .

from highe: AuLnority

) Documents containaing aate extracted from s clmssixied do"umenf'
7Ly net b Sulﬂﬂ“u w lover cLa,sxr¥h"tinn th&n the original document.-

R Ifa suburdimate of fice (enterprise) belleves that a clear case
*‘o” incorrect classification iz invglved, 1t will report this to the superior’
. office (enterprise), which in turn wiii LuVﬁvuagﬁte the matter and, 1f the‘
K\v11unqiou warranty, take steps to rorrecb it.

I.F 5 subordinste office (enﬁerprme) d%'” vit K rl'acu‘rm'i
_.:ice {enteryg *bo;, and 1f it.ocls
sn owith the Josument ab o higuer 1
inal document | even though no ne reunztances have arison
ek un un:‘r ading, the ennloyee workine on the deosenen
Sl (anuxprlee) Ls bLl;deLu‘uu 1Lpu.n Suchy el
Lo his olffictal sugerior and %o thae ch
ion uﬁ thf ofice (enterprise). These officials
: wnlotake apprepriate measures.

893
evel or cla
el
oo

Leoodolees (fntLrprises) iy downorude the clagsificatvion o Jocurents
classiificd Ly other oifrices (enterprises) only with prior comsent ¢l the
iin . tho orijginal celuscification, or whcn whey can prove o disuin

wonirieation. This doos not affect She provisions of Furairanl

nleyee Who in the peri'sroance of nic dutles comec inuo centuaet

obligated to deternine vhether the classilication therec?
an enmpleyee wino 1s author 1"00 tc UUun“rauP c;egﬂl“ica icun
wecordance with the provigions of Paragrarh o i
v deteraine wiether the clas i[ication of the document shuuld be
iz not authcorized %o cxecute the downgrading aimseli’, he
L the provisions cf Paracraphs 7 or 5.

s ocase vhiere nn employee believes that the content of a
3 hiinur level of classification, he i: personally rosponsibi

in the level of classification must ve dated on the
rith o le;ible signature ¢f  the employee who n@eo the
Tote the cuiel of the particular divicion, -
soprepriste record of the change.

o

ssleeticn o Exployees Jor Handling of Classilied Documents

chies of office (enterprise director) is responsitle for thz
=0 employees who are to have ageens to glassified documents.

The chief cf the special division (zvlastni oddeleni) of tha office
(nntprprigg\ will compile and. as necassity digtatea; supplemont an accurate
list of persous vhose duties nquirc hnnduna of Top Bnrw and Secret
docurments, and who have bsen approved to handle such documenta. In offices
vhere n¢ special divisicn axists, the chief of offiss {eaterprise 4irscter
wvill prepare the list.
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Mapagerial personael in offices (enierprises) masigning vork lavelving =
classified documents to subordinate emgloyees {clerks) sre obligated te entrugt”
Top Secret and Secret documents only to percoas who have been approved to
handle such doecuments, and to attempt to ensure thati, whenever possible, - b
documents of identieal or similar content are handied by the smﬂ employee .

: (Or employaes)
: : © II.' PROCESSING OF CLASSIFIED mrmﬁrris e '

1Z. After completion of worx cm every classified doeument,” the Acecument
.. - nst be properly processed as provided in the followiag parsgraphs of this:
.. section. Primary responsibility for the proper processing or elass:.fi@d docu-.
“ments rests with the employee handling the documen.. .

Clear Marking

; 13. Every ci.&ssified document must be clearl_y mrkx.d in the upper ril,ht-
. hund corner of the first (title) page. Clear marking is comstrued to mean-
7 the stumping of the proper lsvel of clessification in letters which are et
7. least 5 millimeters high, in a color contrssting with the material on which.
Uit appesvs-and, if possible, with the remaindar:of the print (type). '

Numbering of Pages (Sheets) of (a) Documeats and {b) Eaclosures

14, 1Individual peges or sheets of Top Secret and Secret documents must
be numbered in proper sequence, and their total must be indicated im the
heading of the document.

15. Individual pages or sheets of eaclosures to Top Secret and Secret
documents must be numbered in proper sequence. If more than one enclosure
is invelved, each enclosure is numbered indepeadently. The total number of
enclosures and of [their) pages (sheets) must be indicated in the heading cf
the document.

Markin; of Unattached and Integral Enclosures

16. Unattached enclosures of Top Secret and Secret documenta muat be
marked with the level of classification indicated by their content. Integral
enclosures (those which cannot be acted upon or used independent.y of the
document) must be marked with the level of classification of the basic document.

17. 1Individual sheets of Top Secret or Secret documents and individual
sheets of enclosures must be securely fastened together in such a ma&nner that
normal usage will not cause them to become separated.

Distribution Sheet

18. An accurate record of duplicate copies of Top Secret and Secret docu-
ments must be mainteined. IZach copy is assigned a number. When & copy is
distributed, the rscipient and the number of the copy is indicated on a record
(amtributwn cheet).

The numbers of copies retained on hand (supply) must alsc be indicesed
cn the document.

19. Each copy of & Top Secret and Secret document must he merked with a
number identical to the one on the distridution aheet.

ok-
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The Inner Bawelope

20, Before bheing transmitted, Top Secret and Secret documents are placed
in an envelope which capmot be penetrated by light so that comtentz of the S
document are not exposed. This envelope {inper wrapper) is marked with the N AR
proper level of classification in the right-kand ¢oveer, ss descrived in
Paragraph 13. The pame of the addressee, the name of the sender and the .order -
number are alsc imcluded. When the nature and the contents of the document
- Dormit, the envelope contzining Top Secret Jeouments 1s gewad through with-: -
‘thread or wire after it has been g€lued shut. The ends of the thresd or wire N
are then firmly sealed with trapspareust tape. The smployee procesaing Lhe
document dates the tape-seal with s slamp and signs it with an izdelible
pencil. Lo _ TR PN R
In bandliing Secret documents it is sufficient to seal all ‘exposed .
o flaps with transparent tape btearing the scignature of the employee processing -
i the document and zismped with the date. The same procedure iz followed in
-dealing with those Top Seeret documsants which cannot e sewed through,, .

"“"The Outer Envelope )
21.° The inner envelope 1o placed in an outer euvelope which may bear’
no markings other than thbe names of the addressee and the sender. The cuter

envelope must also be nontransparent sc as to prevent exposure of the data
written on the inmer envelcpe.

Processing of Coufidential Documents (Exceptions)

22. Io the processing of Confidential doruments, Paragraphs 13 through 21
are applicable, with the following exceptions:

&. Duplicate coples of Confidential documents and the distribution
sheet mey simply contain the over-all or organizational designation of the
addressees, 1f their number is large.

b. Confidential documents are not sewed through, and may be gent
in the same manner as ordinary documents, im only one envelope marked Confi-
deatial.

III. TRANSMITTAL OF CLASSIFIED DOCUMENTS

23. Delivery of classified documents is accomplished through the mails
or by courier. Delivery of classified documents abroad is governed by special
regulations, )

24, Top Secret documents my be delivered only by scuriers,

Only those persons who are devoted ¢
and who are physica
serve as couriers. Couriers ame
office {enterprise director), perhaye
of the specisl divigion, While dolivering Searet or Top Secret documents, the
courier must always be armed.
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Retura Receipts and Transmittsl Rezeintg

2. When oloszified documeuts are delivaved uy mail; they must be sent ty
registered mail and must be accompanied by a vetura receipl, ' Top Secret and
Secret documents delivered by courilers must have transmittel receipts attached
to the outer envelope. The transmittal veceipt is certified at once and re-.” Sl
tnrped to the courier. Return receipts and transmivtal receipte st be certi-: i 2
Tizd by an off'ice (enterprise) stamp sng the regible signature of the reciplent.
s Gertified return receipis and trausmittal receipts on Top Secvet and Jeeret: R
©documentsinust be securely attached to the distribution sheet. R L

IV. RECEIVING AND RECORDING CF CLASSTFIED DOCUMENTS - -

: Handling of Classified Uocuments

. 27. Tep Becret and Sveret documents are received, unwrapped; recorded,. -
“distributed, and stored {hasdled) by the special divicion of the office "
.enterprise). In those offices (enterpriszes) where no specinl division .
exists, one or more relioble persons who are devoted to Lhe peoples demncratic
system and vhi are proTessionally mature will be designated by che chlef of: i
of fice «{enterprise director) to bandle these duties, provided that the ehief
of cffice does net elect tu handle them himself.

25. Envelopes containing Top Secret or Secret documents are opened by
the chief of office (enterprise director); he may entrust this task to the
chief of the special division.

Opering of Envelopes Containing Top Secret Documents

2%. In accordance with special regulations, namely. the national enterprise
statutes, the special righte of authorized subordinate representatives (deputies)
of the chief of an office (enterprise director) ars not affected by the pro-
vicions of these directives.

Hendling of Confidential Documents

30. Coenfidentisl documents are raceived, unwrapped, recorded, distributeq,
and stored in the same manner as crdiaary documents.

Confidentizl documents are delivered within the office by employees
entrusted with the opening of wrappers and recording of ordinary documents, or
by empluyees entrusted with the handling of Secret documents, as provided in
Paragraph 27.

3L. An employee entrusted with the opening of Secret documents shall
open them without regard to the specific addressas indicated thereon, except
in such cages as are specified in Paragraph 35.

Tor Secret Regiater ‘Prototol)

32. Top Secret documents are recorded in a speoial order-cf-business
register (hereinafter referred ts as the Top Becret register).

Secret. Regiat_er

33." Secret documents are recorded inm a special order-of-business rcgister
(hereinafter referred to as the Secwet Tegistar) and ave passed ou to the chief
of the sppropriate orgsunimaticaal unit cf the officae (eaterprise) for furiaer

disposition., The chief of this unit certifies retaat b{ & legidle signature
in :he Secret register itself or in a speeial tre ttal book for Secret docu-
ments.

-6-
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NOE REJLBASABLE L0 FOREIGN dniIUanu L

~-Other Records

Voot o, If it is espential for improved adminisiratiou, the chief of office
S {enterpri e) mey permit the meintenance of specisl wecord«-keehmg expadfents)
. vamely, indexes. The chief of office will deterzing ‘the arrangenent of .these,

Gpegisil 1!%&105;09 of Becret Documents to the AUuPESJee

35, QECPet documents addressed diractly to the "hief of office (&ﬁtﬁrﬁz;nd
E ; fdifcctor, are tranemitted urcpened directly to him,  Ths employee entrusted .
4 \ “#ith such tssks will stamp the documents as. reeeived, raeorﬁ them. And nransmit
o then 1t uH“ prescribed PANDET, : o S e

TR S J’é.i I" the chief of £iiee (eqterprise d¢reu‘ ) entrusts a secret “docu-
R < ment. vhich was delivered directly to him, to ane of ths organigasionsl units
3 Cocorh the office. {enterprize) for dispositien, he will iudioate appropriste in-.

‘i structions on the document, and will return it %o -the ssployse in eharge of
“'the secret.register. This employse will then resord the Jucument accordinh
g the instructions and de]ivar it o the preactibed manner.(' : '

uxing of Re"iatcxs and Reccrﬂ~xfcping>A1ds

37. Top Secret and Secret repinter books must be effeuvtively sacured
agaiust the possibiiity of exchange of sheets; the pages must be numbered,
their total recorded on the inside of the cover, and the total verified by
the chief of the special division. All order-of-business register books used
for Top Scceret and Secret documents, and other record-keeping expedients, cre
naintained by the special division of the office (enterprise), If such a
division dces not exist, then the employec desipgnated for the nerformence of
such tasks by the chief of the office (enterprise), executes the task.

32. .All registers and other record-keeping aidn mugt be gtored and
secured in the same manner (Section VI of these dirsctives) as the documents
which are recorded therin.

39. All irregularities determined upon receipt of Top Secret and Secre:
documents, particularly damaged wrappers, must bo indicated in the register,
and the entirc document must be turned over to the chiefl of the special division
or to the chief of office (enterprise director) for further action. The sender
of the document must be informed of thc irregulerity. The same provisions apply
in the review of return receipts and in the verification of delivery of classi-
fied documents to the addressee,

Destruction of Inner Envelopes

LC. The inner envelopes of Top Secret and Scerat dccuments which have been
received nust always be destroyed within one week.

V. PROCE3SING OF CLASSIFIED DOCUMERTS AND OTHER BANDLING THEREOF

Special Men.randum Folders

41. Memorande regaréing the processing of Top Sesret documents (computatims
forwulas, aud ovher rough dzafis) wust b wids Suly ia @ spzéial memorandum
folder, the pages of which are effectively secured againat exchange and are

\ vumbered in sequence and their total indicated and verifisd dy the same procedure

: used in dealing with Top Sesret registers (Paragreph 37). In handling these
memorandunm folders, particularly in their storage and security, the same pro-
visionz apply as in the handling of Top Secret documsnts.

sop C-O-l-?-i-m-'lﬁ-‘-t
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k2. ¥here, because of the nature of the document, particulariy 1n casss -
of sketches; drawlngs, plans, disgrams, snd acccunbe; it is impessible to
“make such memoranda in the Top Secret memorandum folder, sush memsranda must”
calvays be-attached to the appropriate document, and when nu longer needeg :
" must be destipoyed. ‘ RO

i Hemorands Regarding the Processing of (a) Sscret Documento

1 - 00 u3. as lomg as the office (enterprise) does not maintain a specinl

r s .+ v memorandum folder for Top 3ecret documents, memoranda 61 21l types  (compis
. " ~tutions,. sketches, rough drafts, and others) for the rrocessing ol secret™
N . sidocuments may be executed on loose sheets which must be bandled as a part ..
ol the appropriate classified document until such time ae they are degtroyed,

;

- Memoranda must be destroyed in the' prescribed meauer as 5oon. As.

,“they are no longer needed.

" (b)’ Confidentisl Documents .

;b Memorands of all types regarding the processing of Confidential.
doctments may be exscuted on loose sheets.:"Their hsndling is nlso goverped - -
by the provisions of Paragraph 43,

Haudling of Duplicating Aids

45, Aids for duplicating and supplying copies of clasnified documents
(carbon paper, parchrent, and stencils) must be destroyed in the prescribed
manner as socn as they are no longer needed. Prior to their deatruction,
parchment and stencils of all clessified documents, and carbon paper used for
duplicating or making coples of Top Secret documents, must be stored in the
same manner as the appropriate [original] clasaified documsnt.

Carbon paper used for duplicating or muking copies of Secret or
Confidential documents may be secured for further use only in the manner
prescribed for the securing of the appropriate [original] documents.

Copies and Extracts of (a) Secret and Confidential Documents

L6. Copies and extracts of Sceret or Confidential documents may be made
wihen required in the perfcrmance of duties, but only with the consent of the
oflicial superior of the employee who is rrocessiang the document.

{b) Top Secret Documents

Caly the chief of office (enterprise director) or, by his instruction,
the chief of the speciai division way grant permission for the making of coples
or extracts of Top Secret documents. Making of coples or extracts of Top Becret

n or Secret documents must be indicated on the document, The documeant must bear
the date of the copy or extract, reasots for the copy or extract, and the name
of the addreasee for whom the copy or extract is intended.

. 47. Responsibility for the procurement end onopying of classifled documents,
and the recording therscf llee with the employse prcisesinz the document. Ze

< oo -», « 2 o & - - - oS~ -
is prrtieuiarly responsdble for givins strdes inatructions o that effect.

Making of duplisates aud copiss of Top Secret documents is executed
under direct supervision of tha parscn processing the document.

-8
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Exaripation of Top Secret Documents and Digclosing of Date Tharefrom__f

i 48, Dats from Seevet documents may be diselozed end Secret documents way
“hé gpiven (loaned) to participating employess of the office (enterprise) for ...
,‘iﬂspeﬁﬁion; but ‘only with the consent of the officiel superior of the employee.
processing the docupent and ofier proper notation hag teen made. in the Secret
Cregister croof the document.. s el N Foen) L e

©7 In desling yith Top Secret documents the meme proccdure applies,

“iifn-the’ congent peing sranted by the chief.of ths ap&ciai‘division,“

3 R 9, -1t it is' convenient to?jfu successful sccowplishment of operaticaal
ol ‘ ‘tasks; coiefs of individnal 7 sauszatlonal units {divisions) of the office

. ‘(enterprise) may,’ through muvual agreement, define the type and scope of :
""laesyot datae which thedr subordinate emplcyees sustomerily nsed io the per-o
" “formance of their duties snd which they can mutually aivulye without advance i ‘
“+:comsent of . theéir aupericrs. To be effective, such an agresment must be o i 2N
““approved by the chief of office (enterprise director); he mey entrust the’ Co S )
"\ task to the chief: of the speclal divisiea. LR e B

i 50, The chief of the specisl Sivision, op vhere necessery the chief of
office (enterprise director) after consulting the chief of the special

* f divisicn, makes decisions reparding the examination of Top Becret or Secret
. documents or regarding the disclosure of their contents to persons other than
1 those specified in Parsgraph L8.

Removal of Top Secret Documents From the Olfice (Enterpriss)

51. The removal of Top Secret documeats for official purposes (conferences,
officisl meetings) from the office (enterprise) is permitted only ty means of
couriers, and with the written approval of the chief of office (enterprise
director) or, in his sbsence, the chief of the special division. Secret docu-
nents may, in urgent cases and with the approval cf the official superior, be
removed for officisl purposes by employees entrusted with the procensing theredf.

VI. STORING (ND SECURING OF CLASSIFIED DOCUMENTS

Places for Storing Tcp Secret Documents

52. Top Secret documente are turned over to she specisl divielon of the
office (enterprise) for storage. If such o division dues not exist, Top Secret
documents are stored with the chief of office (enserprise) znd¢ Sewrat documents
are stored with the employee entrusted with the nmaintananee of the 3veret regis-
ter.

53. Top Secret documenta are stored in o safe {pancerova akrin) and ae
far as possivle in a seporate safe, but in zny case in a Geparate compertaent
from other classified documenta.

Scveuring of the Appropriate Room

; sS4, If it i iwpossidle to guard the room in which Top 3ecret documents

: are atcred during nonworking hLours, the voon must e efTectively secured (for
example, by grating, window shuttevs, anfaty [multitumbler] locks on doors,
alarm sysatem, and other methods).
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Storing of-Top Secrel Docunents

55. - After completing his isork on a Top Secret document, the eaployee
provessing it will determine if the document is complete, that is, that
nc enclosures are misging. Before turning over the document for storage, o
he will verify his findings with his signature and the date on the document:' ./
The shorsge of the documgnt is recorded in the Top Seeret register i tne
) pzpseuce of the émployee who submitted the document Aor storage.

uecuring of Top Secret Documeuts

: 56. If the processivg of the Top Secret document is not completed 70"
" by the end of the working period, it may, with the cousent of the chiel of
‘the specisl division, be retained by the employee processing it, providea
‘that he or nis officiel superior haus a safe, Othervise, the document nmust

be turned over to the chief of office (euterprise director) or the chief -

‘of the special division, to be secured. i
. The same procedure applies in cases of temporary abscnuc, Qf thic ..fu‘»;7"
" employee processing the document, from the place of work, = 7wy

57. If Top Secret documents are stored in a safe which also containa
Sceret documents, they must be stcred sepurately to simplify thelr checkini.
In such cases, those completely processed Top Secret documents which are not
intended for immediute destruction are sseled in individual wrappers and
marked with the order number and with the signature of the chief of oflice
(enterprise 2irector).

52. Top Jeeret dozcumente must not be ctered in eneral riles.

Custody oi Keys

5%, Heys o
ars o kont Ly Liwe cale!l ol the speclul ql»iaLor, o pcssib1J by the chlcf
of office (enterprice -iircctn ). Durlicate keys arc secured Ly the chio:
¢ the epeciel Zivision, or posiibly by the chief of office (an“FL‘l;C
divector) in a sealed envelope (slued in the same manner as the inner
envelore of a Sccret document). The eovelcpe bears the sigmatures of the
chiel o the speecinl division and of the chief ol office (enternrise director).

The security o original and duplicate keys must Le ensured. Leavin
orizinul or duplicate keys in desks and other insecure places is prohibited.

Pleces Ior Storias Secret Documents

éC. Secret documenis are stored in a safe, or abt least in & Yox with
two combinatinsn locks or other secure safeiuards. Secret documents are stored
separately from Confilential decuments.

Security of the Apprcpriate Roea

The provisions of Faragraph 54 elso spply to Secret documents.

Storiug <! Sesret Documents

{1. Aflter completing his vork om a Secret document, the employee processing
it will wurn it over to the specinl division or io the employce designated to
store Secrot documents. These agents of the office (enterprise) will cheek
on Lue cutpleleness of the docuwent in the presence of the employce and will
ilen store it.

- 10 -
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Securing of Seecret Documenis

62. A sceret document which has not been completely processed may be
lert during nonworiing hours with the employee processing the docunment, .
but only if the employee bes a sale Or.a gimilar secure box for the safékeepling
of such documents. Otherwise, the incompletely processed dogumenl must be )
turned over lor tewpnrary safekeeping to the amployee desigoated to siore
such documents. i

The same procedure 1s o ve folloved during the temporary absence;
‘gue to-illness, oificial travel, andé departure fron the room of  the employee
processing the document., During vacaticns, hgwever, incompletely processed
Secret documents must always be turned over, for temporary storarse, to the
‘imployec desigmatcd to store Ssovet documents. -

ggstody ol Kﬁgi

“3 Linen no special division exists, the eaployee desijnated Lo
AN S

doeunents will keep the reys to the safe or s b

weys to the depurate bexes lor decred decunentys wve”
sarson of Lhe cmployees. Lurips cextended sbsences (sueh as vieations),
ape wuroed ovel 1o the coployee's oificial superior.

Duplicate keys to the safe and keys Lo separate boxes for Secret
Jocuments are sccured and recorded by the chiel of the special division and
kept in seowled cnvelopze. The securisy of crizinal and duplieate keys
must be ensured, and the keepin: of original and duplicate keys in decke
or other insccure slaces is proiivlited.

Loss ol Keys
of keys te boxes used to Licre or secure Top Secret and

Srerzt ¢ be immedintely announced to the ofiicisl superilor and
4 ohe chiefl of %h2 specinl Aivision.

Pl
.
w

Storing cf Je % Documentc in archives

ot docwments are suitable, from the standpoint ol their
Importanes oraze in archives, they must be stored separately from other

d-ennents, and security must be ensured acccrdini to Paragraeph 6C.

ecurin: of Confidential Documents

Oo. ihe stevins aal cecuring of Cenfidentia’ locuments is soverned by
the ro-ulabticns covarain; the storing and securing of ordinary docuszents,

VII. DI3TRUCTION OF CLAGSIFIFD DOCUMEINRLS

Culling of Becrev =nd Wep Secrel Jocuments

o Top Secrat documents vhieh are not of lastin; importance snd which

e

. ne Jocunentary or historical value should not Ve peraanently rctzined.

In orider that only Top Secret and Sceret documents of lasting
imporsance may de retained, they are culled at the end of each year zccording

s approprizte (recovi-neeplng) regulaticns.
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Destroying of Top Secret and Seeret Documents

58&. Top Secret and Secret documents which have been culied are destroyed.
Top Secret and 3ecret documents syve also deztroyed in cmses desigmated by
special reguistions or by desress of central offices.

69. Prior to their destruction, the documests wust be luspected to
determine if they are complete and i the number of enclosures iz carrect.,

70. The culling and destruction or Top Secreh azrd Secrel Jocumonts iu
carried out by a commission composed cf not loss than threc members.  Im: o7 L
crzes involving Top Secret documents, the chief of office {enterpriie director)

o

“or the chief of the special division is always a merber of thig cormaission, o

henprandun Regarding Culling and Destruction

Ti. 4 concise memorandum regarding the culling and destruciion of Top v
Secrcl’ docunents must be prepared and signed by the personnel involved. The
nerorandun-is thern attached to the apprupriate resister. .

o “72.The destruetion of Top Secret snd Secret documents is recorded in
the register in columns alongside appropriate numbers. I Top Secret or
Secret documents which are not recorded in appropriate registers (for example,
sketches, memorandum folders, photographs, and printed matter), are weing
destroyed, only a memorandum regarding the destruction is attached tn the
register

73. If only the enclosures or parts of enclosures of Top Secret or
Secret documents are destroyed, a notation is made according to Paragraph
71 directly on the document.

Culling and Destroying of Confidential Documents

T4. Regulations governing the culling and destruction of ordinary docu-
ments likewise _[overn the culiing and destruction of Confidential documents.
Culled Conlidential documents may be placed among waste paper only if the
public interest in their contents has passed, and with the consent of the
chief of office (enterprise director) or possibly the chief of the special
division.

VIII. REGULATIONS RELATED TO THE HANDLING OF CLASSIFIED DOCUMENTS

Disclosing of Contents by Telephone or Other Means

75. Dlsclosure of the contents {or portions of the conteats) of Top 3ecret
or Secret documents by telegraph, telepbone, radio, or teletype is prohivitced
without exception.

Loss of Top Secret Documents

T6. The loss of a Top Secret or Secret document must te reported without
delay to the nearest unit of the National Security (Rarcdni Bezpecunost) and
to the chiel of the special division of the oiffice {enterprise), whn i1l in
turn immediately inform the chinf of offies (enterprise director) of tie lioss.
The chief o office (enterprise director) 1s obligated to rerort the loss ol the
Top Secret or Secret document to the superior organization. The Loss of o
Top S2eret or Seeret decument must e TeLOrLed Ly the employee who lost thne
docuwent, as well as by the enployee who discovered the loss or learned of it.

-12 -

ko

s

ssified in Part - Sanitiz

Y

Decla

ed Copy Approved for Release 2012/01/30 : CIA-RDP80-00809A000600150215-6



Declassified in Part - Sanitized Copy Approved for Release 2012/01/30 CIA-RDP80-00809A000600150215-6.
% . R ) : v ) i :

h ) ' S

| QeQel-FwLeD-B-N-T-I-A-L
- MU RETEASARLE TO FORETIGE RATICHLS

77. Investigaticn of the loss of a Top Sscrat or Secrst document iz - ERCTR LT
carried cut by orgenizations of the RAatiomal Security. AR
, 78. .4 deliberate Pailure to report the loss of a Top Jecret.or Secve?’

. document is punishable es provided <iu Faragraph 90 ci the criminal code . .
. (trestni zekon). . . N i e e

IX. CONCLUDING PROVISICHS ‘'

o diperelis lou'by Lne Chief ofl the Special Pivision ii'wi

GE 73. The.chief of the specisl divizion of the office (enterpris:) snail
woexercise direct supervision of zll practices designed to pratect atate, . o
secnomic, and officlal seciets. He will likewisec systemaiically make o cheei¥: .

' to determine whether all resulations to this effect are being observed. Il
those offices [enterprises) which have no special divicion, these responsi-...
vilities may be eutrusted to an employee who is devoted to the people’s demo- i
cratic system, the degres [cf devotion?] to be determined by the chief ol .
" office {enterprise).. : i

ﬁgpbriing’Responsibiiity'of Employees

80, Every employee of the enterprise (office) is responsible for reporting
without celay any discovered violation of the provisions of these directives,
Jr of speciel regulations issued in conjunction with them, to the chiefl cf
the special division of the office (2nterprise), or possibly to the chief of
office (enterprise director).

81. 1In dealing with central offices and oflices of similar status, as
well as parallel offices 1o Slcovakia, the appropriate minister (commissioner)
may entrust those duties which, according to these directives, belong tu the
chief of office, to directors of the chief administrations (reditele hlavnich
sprav) or possibly to the chief uof' the special division.

82. The appropriate minister may, with the approval of the Ministry of
National Security, issue more specific regulations in conjunction with these
directives when such are necessary because of the nature of the activities
of the central office (organization) and the subordinate off'ices, provided
that by so doing, the protection of state, economic, and official secrets is
not weakened.

83. All previous regulations dealing with matters covered by these
directives are hereby superseded. This applies particularly to the Ministry
£ Interior instructions regarding the handling of secret documents, daced
20 april 1249, Law No 165-19/k-1/V.

Rogulations of the armed Torces issued for matteis covercd by thege

directives, and repgulations delining the legal rizht of prosecutors and the
courts to see and to handle documents remain unchanged.

8h. This directive becomes effective 1 august 195¢.
{Dated] 30 July 1952
Minister of Naticnal Security

[cisned] Karol Bacilek, Army General
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